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Abstract: The cryptosystem constructed by classical one-dimensional chaotic mapping has some shortcomings in terms
of security such as short-period orbits, small key space and inhomogeneous distribution of phase space. In order to solve
the security problem of classical one-dimensional chaotic ciphers, a novel one-dimensional unimodal chaotic system and
its improved composite form were proposed. A universal homogenization algorithm was used to transform the chaotic
sequence into an equal probability distribution and a probability density mathematical proof was given. The dynamics and
random characteristic indicators such as ergodicity, Lyapunov exponents, phase space, bifurcations, information entropy
and approximate entropy were calculated and analyzed for the improved unimodal chaotic system. Through comparison
with related researches, it can be seen that the improved unimodal chaotic system has stable Lyapunov exponents, extended
phase space, uniform probability density and higher approximate entropy. Theoretical derivation and numerical calculation
demonstrate that this scheme can meet the security attributes of nonlinear components in cryptosystem.
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Table 1 Information entropy of IUS
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Table 2 Comparison analysis for approximate entropy
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