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Abstract: The vulnerability of wireless communication networks makes the stability of industrial cyber physical systems
(ICPS) vulnerable to denial of service (DoS) attacks. In order to detect the DoS attack in ICPS, this paper studies an attack
detection model based on the feedback control theory, the detection scheme is combined with Kalman filter and chi-square

detector. The Kalman filter is used to remove the environmental noise and obtain the measurement residual. The chi-

square detector obtains the detected value by measuring the residual, and then combines the attack detection decision rule

to determine whether the system is under the DoS attack. In order to prove the effectiveness and superiority of the method,
the ball-beam system is used as the controlled object, Simulink/TrueTime is used for simulation, and the euclidean detector

is used for comparison experiments. The simulation results show that the attack detection model based on feedback control
theory can effectively detect the denial of service attack in ICPS. Compared with the euclidean detector, the chi-square

detector can achieve better detection for detecting DoS attacks.
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Fig. 6 Control of the ball position under normal conditions
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