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Abstract: This paper studies synchronization control problem for a class of discrete-time Markov jumping coupled cyber
physical system (CPS). Considering both system and coupling parameter jumps, as well as incomplete control information
and deception attacks, a set of synchronization controllers are designed to achieve synchronization of CPS. First, Markov
jumping coupled CPS with random deception attacks and actuator failures are formulated. Then, synchronization error
system is developed based on matrix Kronecker product to transform synchronization control problem for CPS to stability
analysis problem for synchronization error system. Sufficient conditions for the stability of the synchronization error system
are obtained by constructing a suitable Lyapunov-Krasovskii functional and utilizing Lyapunov stability theory and linear
matrix inequality method. Then, synchronization controllers are designed to synchronize the Markov jumping coupled
CPS. Finally, a numerical example is presented to show the validity of the proposed synchronization controllers design
method.
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Fig. 5 State trajectory and synchronization error of the third
variable of each system
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