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Industrial control system network security situation awareness
modeling and algorithm implementation
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Abstract: In order to explore network security situation of industrial control system, and find out how exactly the indus-
trial control system performs, a method based on security situation awareness is proposed. According to the current studies
of integrity attacks, this paper presents an industrial control network security situation awareness model with Byzantine
Generals Problem being taken into accounts and also security situation awareness algorithm. The algorithm proposed in
this paper can be implemented by three major steps: firstly, acquiring the current nodes’ states by the data which is col-
lected from every nodes in the control loop of the industrial control system, and the data is preprocessed as well; Secondly,
implementing the algorithm with the data obtained, the malicious node in the control industrial system can then be iden-
tified; At last, the accurate industrial control network security situation awareness is procured. The result of simulation
indicates the validity of the proposed model and corresponding algorithm, which can be used for identifying the malicious
node and then estimating the current industrial control network security situation.
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Fig. 1 Byzantine Generals Problem
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Fig. 3 Single loop control system
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experiments)
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Fig. 5 Temperature single loop control scheme of distillation
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Table 1 Experiment results under no attacks situation
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Table 3 Experiment results of attacking the valve
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