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Abstract: In recent years, the opacity of discrete-event systems (DESs) has received considerable attention. This paper
aims to propose an approach for verification of opacity in DESs by means of rough set theory as a knowledge extraction
tool. Firstly, the notion of opacity for DESs modeled by finite state automation is formalized. Then DESs are formalized
as information tables and decision tables under the framework of rough set theory. A necessary and sufficient condition of
verifying opacity is presented and an algorithm is proposed to verify opacity of DESs. Compared with the existing methods,
the algorithm proposed in this paper can be used to deal with the verification for both strong opacity and weak opacity, and
it has lower computational complexity.
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BT A1 AL BE AN 8 AN — B EAS 58 8¢ ] @, 7R AL 48
BRI N TR e 2 7Tz A,
{E1548 )&, PO RS SR FR 1S HEAT S 2 Wi 2 i aE ok
RFEFCR ) —FloBT ik, T2 TR B2 7 vk
HHEHBRE, ERREA I R IZ W kA
AR EFE R 2 W kU012 SCER 131958 T
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2 RS KBRS
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EX 1 —AF B & %i(information system, IS)
= MNIEAS = (U, AV, f), Hrb: URFEEHIR
£4, ORI, HoTR AN R, ARETHIRES,
HouaEmoAgE; vV = U Vi, Vot sk a RIBUE R

a€A
WSS, FRNal B, f U x A — VIREER
B, ENFEIN R TN R —ME B, B
NI EEreU,ae A, Hf (x,a) €V,.

EX2 ®WT=UAV,HR—IMERRS,
WMRHEA=CUDNCND =g, WTR—AE
# (decision table, DT), HH, CONZAFIEME, DRI
JEYE.

TS S B RS SRS

—/NEBE R R GRETEE MUIRES A 30 L(finite
state machines, FSM)G= (X, X, §, xo, X,,), HeH: X
NHER, B 7 TS SR D AN AT S A
B, WY =2 U0 XNIREE, voc XNV
R X CX AR IR & 8 ONIRE R 2L
§: Xx X — X MR (z, 0)HE X, LN (z,0)!.

R R BTHE) NS X x X = X, Hp
NEW AR, B ECEA RAEGHIAT AEE G
AR F DA AR ICTE FORFE IR, Kb G A RE S
L(G) ={s € X*: §(x0o,5)'}, (1
GHIFRCIE S E XN
L,(G)={s€ L(G): 0(xg,s) € Xn}. (2)

T B RS R A I E A, JA145 T
BILE PR ST
0: 5% — 2%, 3)

ERRURERG T RAE T F T8 s, WEHEKE R
6(s). T SCHR [SHE I BRI P « X — D
BRSO —RiRp 5. —BORUL. On] DUOMAE R AT WL
5, ISRy B AR, S8k, AL 0 i) I ZH
PR HET BIES. N T —MESFL C 2, BB
I E A

(L) = {t € £*: (AL)t = 6(s)}. (4)
SF—MESJ C X*, B A] E SCH
0=L(J) = {te X*:0(t) € J}. 5)

RS LR AT BG 0, T RBG R IE
RS : cX — 2¥FRoR: o € U(x), MR RER
§(z, o) NAT LIRS, B, §(z, o) NATTIEEFS. Ny
I, WA GERR N

G = (27X757 w7$07Xm)~ (6)
BT 0, Wm0 T 1 5E ST
0(c) = ¢, Hrhe = H,
{ 0(s)o, Wiko € ¥(5(xo, ), (D)
O(so) =
0(s), M.
3 EEEMGREMAZEHM

FESCHR 2], Lings HAE S SO RGHEZE T o
NI S 55 AN B TR

EXN3 HBEWMESL K C L(G), RLKT
K50 8AEH, i T ARG

L CO'9(K). ®)

HM b, LT K509 AE 238 L g —
ANERAEG N 5 K PRy i I AN R] %

EX4 HEFHNMESL K C L(G), RLXT
K50 /555, i N 556 RAL:

LNO'0(K)+# 2. )
WMRLKTKEOARIAFE I, WFRLKE T KHG
ANEGAFEIIE, B

LNo'0(K)=2. (10)
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B b, LT K50 85547 TR LA (1355
FRAEOER 5 K B o B 2 e ok 7 9.
HTXNTESL, K CL(G), A
LCO'9K) = 0(L) CHK), (a1
LNO'0(K) = 0(L)NOK) #2. (12)
DRI b, AN IZ5 B A R0 55 AN 325 B4 o] 23 ) e #1870 (L)
CO(K)SKO(L) NO(K) # o7 2 RIIE.
4 MHEEMERTHIEBFEFRAEASEHHE
Lans
XL, K C L(G), Jetait LIt 5 3L
Gl = (27X1757£p17x107X1m)7 (13)
HALL(G) =L HTXNTAHEESTLNERARG
K, RS REAAAE TR, AREA TS,
I, A €GB AT 7%, AT AR AR G AT W A #% ok
X GATIAL, ZEFRWTT:
GB = (27 X37 537 W3a Z30, XSm) —
ref(G,Gy) =
AC(E, X x X17 o X 51, Wﬁgpl, (ZIZ, 1'0)7 (X X le)),
(14)
Horp: ref ()R RMALGE R, Ac(- )RR TTIEH 4, XF
%:.'L'g = (.I’,.Tl) I~ X3 =X x Xl, ﬁ
03(x3,0) = 6((x,x1),0) =
{((5($,0),51($1,0)), 4701 (21,0)!,
TosE X, 30,
Us(x3) =¥ ((z,21)) = ¥(x) N (21) = ().
€ Wy (x3) M AU 405 (x5, o) AT L.
[FFEHN, ATR4IE K AR AR G
GQ - (27X2757w27x207X2m)7 (15)
HH L, (Gy) = K, AR GHI AT WK Gt AT
et BEMAE T HSIHLG
G4 - (E)X4767W47$407X4m)' (16)
EX 5  AHIRSHUE S RS (finite state mach-
ines—information system, FMS-IS)& — M&E B & 4t.
Hrp U (1 70 2 A BRARESHLIZ 1T 1 A2, &
PEC A BRSSP B m] WS
B EC FE In(n iy B IRED, NI RR&id 04
52 J5 WA TP B AT S AR R A R . SR & I 0%
A AP ATEAE AT, B A N0, B3R
TN PSR R AR A T T R R
PUEFR RGEEA T TS A B
EX6 —NHBMRARASN KR (finite state

machines—decision table, FSM-DT) & — Mk 5K R 4,
HARIU e R A BRARESHBAT A%, 24T
JE& 1 C A BOIRASHL A Bl W, Yesk @ 1% D ik
AR S5 R, Fdiaos, R B R R 1 AT b
AR, MdialfEN L, BN, diafEA K.

M5 L5 KRt ) 3 sh L e] 43 543 2 0 5~ TR
REWLR TR, 7SI A A RSP E
Z%(finite state machines-decision table with L and K,
FSM-DT-L, K).

ENT HBE-ARERT = (U AV, f), &
St A — VIR EE L, 8 dx(a) = a(z), L
a €A X CU,xzcU, Rdx T FH—26 R 0.
tia € C C A, Middx|C, &P AR B 2487
#ra € D C A, Whddx |D, €PN FI45 1858 7.

EX 8 WRXTFAE—ItRy £, dx|C=dy|C
— dx|D = dy|D, WFRdx & —BUH, 15 Wdx A —
.

— FCPE PR SFERI 3 B 2% AR (R 20 R A TR SR
ELARTR], RIGR RN T 2 T 2% 1.

E1 AEPHMESL K CLG), LRTK
56095 AE I HAUCYEFSM-DT-L, K& H, £ 5
dx|D = LIty7e %, Fdy AR 5.

ME e REVEIE B B, LT KOy i%
Ri&EW], HAEFSM-DT-L, K% H, 17— dx| D=L
PTG, 15 Hdx g —E ). M4 2 X 8nT %, %f T
fE—Tt &y # o, WHRy S &AHEAE, B4 EA]
X R S AR LA [F) AN L. T nR e 5y sk
PEEAR TR B RS #5151 5 s KT ORI,
DR R A7 51 5 5o IOFE FEAR SR B AT R K AR AE
fE— B8 Gos3, M 1F B8 251 553 0% 5 AH 55, BIG(L)
¢ 0(K), RE/ELKT K50 8mAENTE.

PR BOUEVRAIE 78 3 P IEFSM-DT-L, K
K AR Edx| D=Lt &, Hdx e A —F ), H
LKRT K50 R58AE. ME e L3n 51, L5/
AE— 2% s AREH KT — 1% s 1EOF 5 T AH
8. M A 51 5 s MOBLEE 20 A TT R a5y I 2644
ff, Hdx|D = L, dy|D = K. #i¥5 ikl xoc® e
HyE SR AR, SFAHEA RS, A, X T
TLERrS5E—Tu Ry # o, Ea Gy E S RE
LT, FR SR A A, R E X8 A, dx & —E
(1), X ST ).

EE2 HEWMESL K CLG), LETK
50N AREY] 2 HAUEFSM-DT-L, K #rh, {715
~Adx|D = Lit7EE, Hdx A —HH.

WE Je FH ROIEVRIE b B R LR T K50 955
ANiEW, HAEFSM-DT-L, K&, {£& —dx|D =
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Litiyeg e, Fedx &80, MR4E e L8 nl s, XfFAE—
LRy # x, Wy 5o & AHE AR F, A4 T AT R
(RS L U R OV L. T e R a5y 4 HEA
A B9 BRAR S L B8 425, Hso 015, R L i
1515 5o MO FEAHSE. H AT AN AE K P # A AR AE—
2% 53, HIFTRE s 553 MOBHLHSE, BIO(L) N O(K)
= @, XRE5HELKT K50 855 REH T .

N I SOIERAE 78 20 1. WAEFSM-DT-L, K
K, fHE—ANdx|D = LIt & x, Hdx A —50,
HLXT K50 RTEAEH. B35 € L4v51, LH{E
Bk Rs,, WA S KT T — M iRs (EORE T
FHEE. MR AT 515 52 MOF 3 A A TE B Hy 2 AT
{8, e hdx|D = L, dx|D = K. R 45 £ & 7] %01 56
Fo Sy e R RAA AR, A EABEAE 5. AR,
W TAEEdx|D = LG R AT R G Ry # =, #H
dx|C = dy|C — dx|D = dy| DL, R4 & L8[
N, Hdx ——81, TH5BRAE—Adx|D = LIt
o, Hdx AN —FHP)E.

EE3 AEHMNMESFL K CLG), LETK
5O BAGAE A Y HACUIEFSM-DT-L, K& H,
EE—"Ndx|D = LWcHE e, Hdx—5m.

WE Je REEIE B B, LT K 50485
HARFEWME. HIEFSM-DT-L, K &H, f7E—"dx|D
= Lityt g x, Hdx —A—500. Ry EE2 v, LXK
TK50NFHAEY], TEBRKRLRT K508 BHA
FEIHET .

T ROUEVRAIE 78 0 M. WAEFSM-DT-L, K
TP R —Ndx|D = LIt o, Hdx 2 — 51,
HLRTKS50RAAEINVE HLKTKS508554
B, IRYE E 2 A1, /EFSM-DT-L, K&, 76—
ANdx|D = LIt Ry, Hdx AR50, X5 3AH
FJE. B LKT K50 RS, iR E B 5, 78
FSM-DT-L, K& H, £ ®Edx|D = L) Jt &z, Hdx
SEA—E, E SR T G,

N EAARLS HRHIE B B RS S A A AEY
PERI.

Bkl XTEHFEMRAGETEAANEHME
SNESANWARE
LD

G=(X,X,61z0Xn),
G = (X, X1,0, ¥, 210, X1m),
Gy = (X, X5,0,Ws, 290, Xom),
H: Ln(G) =L, Ln(Gy) = K.
e
SR LT K MO J3EAE B ;
§9—Lye T K MO Y55 A5 B ;

B—-LRT KMOABAANFERM.

FP RER14), WG = ref (G, Gy);

F28 HWHREA1R), WG, = ref(G, Gs);

F3IP  RYEE L6 HITFRIG, 5 G R R, 2R
Ja A IERRT LS KRR FSM-DT-L, K;

%45  FEFSM-DT-L, K&, F&dx|D = L
)76 R, HedxHBA— 2 Wi oy “ 5”7 (RILK T
KMOA AT ), #57 E 74— Ndx|D = LI Tt &z,
Hdx A —200, Mty “ 957 (LK T KAOA
SANE ), B H O <R (BILG T KMOARA
ANEWINE), FIEEE R,

F 1 EEEUD XN TS ERSG, BB F
G =ref (G, G1) MGy =ref (G, Go ) H:AE I E 44 & 55 5 R~
O(|X |1 X1||ZNFIO(1X || X2]| Z)), X | N &R GGHIR &
| X1 NRGG KEIREHL, | Xo| N ARG GRS E, A
REGGINFIEHL 5400 3 Z 8N e & ok FHEMS-
DT-L, K AR —800 K, MiZERAIE I 24 N0 ([t2) A)),
HeNiE S LS Kb 7545 8 i B 2, A P S RFMS—
DT-L, K @4 BRI, SR 2 O (1X (1 X1 |+ Xa))
|| 41812 A]). %5345 SCHR (2145 (51007 130 B, R GE F
Tk 55 AR ANE B 6T, T AR SBVE R A Bt B
I RASE e
5 sEBlori

NS BAR S A IR B A R A AE
(e NESAT R

1 FHEwENFTRERFEGRAG, Hf:

20 - {a7 b7 C, d7 6}7
Euo = {u17u2}'
R
L = {au,bd, abdu;, abcusd},
K = {abuyd, abeduy, abceduye}.
AR EE IR LS K 2 (A ANIE I .

DD D) (3
j /u;l\: ulI p

r\ a b d e
Oy~

W

Cc c

K1 SHERAG

Fig. 1 Discrete-event system G

WRIEACMIBESLEK, g 248G, 5G,, I
P23 Fis (GHL P 0L B 3R T 3232 R, AR5 AR s
AAHA K (18)7F 2 XF B 11 H 3 MG 5Gy, WL
4-5(Frf UG HER R P3RS0 RAS). ARYE & X7, T4y
IS H S A BRREIUE B RS, R 1-207R.
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Table 1 FMS-IS of G5

U a b ¢ d e

[\
—_
[N ST NS
w O O
oS O O

4

* 2 Z4%.G,PFMS-IS
Table 2 FMS-IS of G4

U a b ¢ d e

1 1 3
3

34 5

—_
[\ST S I\
o O O

31

WRIEAF RN HZIHLG 55 G A BRIRESHLE B2,
S RE BN RF R BON LS KBRS 1,

M43 50045 3 B BIHLG5 5 G4 A BOIRES L SR 2R,
PR AT & 9F, 338 T LY K 5 K FSM-
DT-L, K, WER3 K.

%3 Bl1P A FLEK# kR REAFSM-DT-L, K
Table 3 FSM-DT-L, K with respect to L and K

U a b c d e ZEH
1 1.2 0 3 0 L
2 1 2 0 3 0 L
31 2 3 4 0 L
4 1 2 0 3 0 K
51 2 3 4 0 K
6 1 2 34 5 6 K

R3] %, dx| D= LIRS HNLERL J6R2
LA TTER3. M T a1 5 R2, A1 S u a4 A
AAHFEIMZEARE 2 03 0), (H5 JGRATI R SRAEAAH
A, TX T o033, ‘B 5 RS BA HIE R %A 2 3
4 0), (A5 JC RS PSEAE AR, RIJTER L, 2RI348 2
AN—EL. R, MRIEFEL, LT KR AN .

2 FEFIRHEREGRAG, B

L = {au,bd, abdu, e, abcuyd},
K = {abuayd, abcduy, abcusde}.

FAUB AT #4) 3 % F L5 K IFSM-DT-L, K3 L3
LS K Z A ASE B, tnska .

% 4 P29 X FLE5K kR EFSM-DT-L, K
Table 4 FSM-DT-L, K with respect to L and K

U a b ¢ d e 4%

1 1.2 0 3 0 L
2 1 2 0 3 4 L
31 2 3 4 0 L
4 1 2 0 3 0 K
5 1 2 3 4 0 K
6 1 2 3 4 5 K

AT KN, dx|D = LIRS HNTERL JT6ER2
5ItR3. XTIkl g5 nR4EA MR HEQ
2030). X TImER2, H T AFEEM T RyS TER
255 AHAELAR [R] T W SRABAN [, B LG 2242 — 301, X
FIuR3, 5 RS A MRERZAHE 2 3 4 0), 1
E U RS AMIE. Bk, AREHEE 1S, LT
K0 BAG IS AREWIE, EAHAT SR E M,

B SR (2145 SCER 619 BV AT X T,
FATTR SCHR (2145 SRk [6]1 00 B2 it in -4 1 5 4512, AR
P EATSATIS PPIRA F AR EORN BT 8 A2 i 2 1), 43
A3 ) 5 FIE IR B 1 5 512 RGN 7 B R
AR S [ 2R B, AR S Fron (F 130k (6] I 5
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2R BE R TR g ANE B, BT CLE 1 s AN
PR ISEANIE HY).
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Table 5 Comparison of the complexity of algorithms

LG = 711 T 71 B =1 I 7 At 1

HIEEms E4%/ms BI4E/B /B
VNSV 85 26 26 86 86
SCHR (2] 52002 58 57 234 230
SCiR [6] 5 — 233 — 782

FH RS AT A, HE1S SCHR (2145 SCHR (6] B 5%
FHE, TR R] 4 42 P 52 A1 55 2 P b 30 TR RIS
6 M4

RSO RS SE S AE AR I L, $R R T —
b B T R 4 TR 1) B B R R G AN W M IRAIE T
V. R RLRESE B0 B B R S LU B LA
FEREBRAITRR, BE—DRTERHEERSER
BT IFE S L B, T s T —ANIRAIE B
F RGBS
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