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Abstract: With the openness of cyber-physical systems (CPS) in complex environments, the issue of data secure trans-
mission has attracted much attention. Lightweight block cipher algorithm is one of the important methods to ensure the
secure transmission of data in CPS, but it still has problems such as low software implementation rate, complex hardware
implementation, and lack of flexibility. To solve such problems, a high-performance lightweight block cipher algorithm
based on the four-branch generalized Feistel structure is proposed. Compared with the traditional generalized Feistel struc-
ture, the algorithm has the following advantages: 1) Combined by three simple operations of modular addition, rotation
and XOR, ARX structure is used to replace the traditional generalized Feistel the S-box (non-linear replacement layer) and
P-box (linear replacement layer) in the structure which simplifies the round function structure of the algorithm; 2) Adding
an asymmetric dual key to process the intermediate state of the plaintext in each round of encryption, so that the intermedi-
ate state has no unprocessed branch, which improves the security of the algorithm; 3) An expandable round-constant plus
module is designed to improve the flexibility of the algorithm; 4) The structure f, is added to the branch to speed up the
confusion and the diffusion speed of the algorithm; 5) To adapt to the CPU platforms, six versions of lightweight block
cipher algorithms are designed. Experiments and analysis show that the algorithm has high efficiency, good confusion and
diffusion capabilities, and high security.
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IR APV IANE

i \: Plaintext, Key
#H: Ciphertext

fE O ARAD
i\ Ciphertext, Key
i : Plaintext

1. Plaintext grouping — S;; 1. Ciphertext grouping — Sn;
2. Key extension — Kj;
3.fori =0ton —1do 3.fori=nto 1 do

4. FxTransform (S;, C;); 4. AddRoundKey (S;, K;);
5. ARXTransform (S;, K;); 5. ARXTransform (S;, K;);
6. ModAdd (S;); 6. ModSub (S;);

7. AddRoundKey (S;, K;); 7. invFxTransform (5;, C;);
8. end for 8. end for

9. S, — Ciphertext; 9. Sy — Plaintext;

2. Key extension — K;
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l.fori=0ton —1do
2. ktmpo = ko ® (k1 <<<3) B(k1 <<<5);

3. ktmp2 = k3;

4. ks = ko ®(ks <<<7) B(k3 <<<13);
5. kg = ktmpg;

6. ko = kl;

7. k1 = ktmpo @ k3 © ¢;

8. end for
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