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Abstract: An H-infinity security controller with dynamic event-triggered strategy is designed for the nonlinear net-
worked control systems with denial-of-service (DoS) attack. First of all, the impact of packet loss caused by DoS attack
is taken as the uncertainty of dynamic trigger condition. In view of this uncertainty and an internal dynamic parameter is
introduced into the static event-triggered, the dynamic event-triggered mechanism is designed. On this basis, a security
controller with H-infinity performance is designed. Then, considering the influence of network-induced delay on the sys-
tem in the network channel, a Lyapunov-Krasovskii functional which can reflect the upper and lower bounds of the delay is
established. According to Lyapunov stability theory, Young’s inequality, Schur’s complement lemma, one-sided Lipschitz
condition, quadratic inner-bounded condition and dynamic event-triggered condition, the conditions for the existence of
safety controller are deduced. By using some special derivatives, the bilinear matrix inequality is transformed into a set
of linear matrix inequalities, so as to realize the cooperative design of trigger parameter and feedback gain, and ensure
the security performance of DoS attack. Finally, a numerical example is given to verify the effectiveness of the proposed
method.
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Fig. 1 Networked control system with dynamic event trigger
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