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Abstract: Aiming at solving the cyber security problem of self-triggered model predictive control (MPC) in cyber-
physical systems under deception attacks, a resilient self-triggered MPC strategy based on the key data protection is pro-
posed. Compared with the existing MPC methods, the proposed method only protects a small number of key control
samples to ensure the stability of the system, thus effectively saving system resources. Firstly, the upper limit of the differ-
ence between the nominal and attacked states is analyzed based on the characteristics of self-triggered MPC and deception
attacks, so as to quantitatively calculate the damages to the system caused by deception attacks. Then, the selection con-
ditions of the key data are given based on the obtained upper limit of the state difference and Lyapunov stability theory.
Finally, it is demonstrated that the controlled system can be operated stably under deception attacks when only key control
samples are protected. Furthermore, the proposed algorithm is simulated based on the mobile robot and cart-damper-spring
system, and the results show that the proposed algorithm can significantly save the protection resources, which verifies the
effectiveness of the method.
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Fig. 1 The framework of a networked control system
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Fig. 2 Schematic diagram of the deception attack tampering
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IEHE.
EE 2  HE1-380r, 3F HiE 2. 27 &)

4l R MPCTT f R 451 RSt % FE RGN 2 528
2. 3% A 0 R T, W00 1 T DA (R s FE
BT 2(e ).

SE A SO RV IE W43 2 50 7T DA B
L2 (e ). R 46 I B ) o 6 2 (o) €
2y 0 02(e ;). WAL — EA T LI LHEEQ ()
SN, B A2 (s) € Sy .0 ), FTLMKIRE 3 FIE(S)
T BAZAS
F(z*(s),u*(s)) Zar([|z(s)]]) = er (a5t (ef)) > 0,

(23)
Hobs € [ty_1, t). HREICAR Q) ATH

J (xa(te + An)) — I (xa(tr)) <

—(1—wai(az'(e) Ay £ =€ <0, 24
ES)l: o

S (@a(tr) = " (@alte-1)) < =€,

S (@a(tr1)) = T (a(th—2)) < =€,

J*(za(tr)) — I (2a(to)) < =€ (25)
FROL. X (25) 2e A PSSR AT 45
J*(@a(ty)) < —kE+JT"(wa(to)) <—kE+Jo.  (26)
Fit BA 4k — +ooltf J* (2, (tr)) — —oo, (H 2 J*(-)5H
S REKTFON, Tl ER B RG)— ELT
(e p) IMIKAL, B, ()2 FEAT BRIN [R] Y ik N 28 3524
WEER(ep).  FEE
VE R, AR XUBE [ fil X MPCH R GRS HEAQ(e)
I, BT o 1) S Az i € (o) FHAE FH T R 4R
I, RGE()AE B [ fih A MPCH 12 1) R & gk fa
SEN, Bt — oolifx(t) — 0.
5 fiEKAE
FEATT @ AN AN F (I FE 2t R G B IE 15
BRI L. H BB — L N A B Y

L ARG AN R
a(t)

cos(6(t)) 0 o(t)
y(t) | = | sin(6(z)) O L’(t)] , @7
0(t) 0 1

sz, y o2 RGHIBIRE, vFlw 7 il KR 2l
FEE AN A FE AR RO DR, R Ge ] L E X
X(t) = o(x(t),u(?)), F Hx = [z; y; 0], u = [v;w],
BRI BARE x (to) =[1.5; 1.5; 0], IR &AM N
lo]| <o =25, |w| <®="7 WRETHER 1R, A&
SCR ENLEE AL B i) BT AN R . LR A
A7 B R R FH SR (910 1) B i & MPC 75 %8, Bir O
KRN BRE D N F=Xx"Qx+u"Ru, V; =xTx;
WEAMQ=0.11;, R=0.051,; TN IKT,=1.1s.
HAhZHh e=0.1078, e =0.02, N =6, n=0.99, &
sz s () A
v(t) = 0.6[—z(t) cos(A(t)) — y(t) sin(A(t))],
{w(t) = 0.6[x(t) sin(0(t)) — y(t) cos(0(t))].

(28)

FEAT EL A, R U o5 i AR R 2 R A R

Y. BA-of R T 5 B fil A MPCHR ST I KLy
RIRCR.

3o 1
a N
NS _ -~ 7~ -
o T S s .
E N B \—-_\
> P h
1+ - L i
i1= " i
1 1 1 1
-0.5 0.0 0.5 1.0 1.5 2.0
x/m
JCH IR YT B Ak MPC
————— ARG Ak MPC

—eme A7 e At R A ik MPC
K 4 BahiLas N E 5]

Fig. 4 Diagram of mobile robot position adjustment
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Fig. 6 Protected control samples
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Fig. 7 Comparison of displacements of cart-damper-spring
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Fig. 8 Comparison of velocities of cart-damper-spring
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