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Abstract: To defend the false data injection attack in an industrial cyber physicsal system (ICPS), this article studies
the event-triggered mechanism of the resilient control, where the adaptive event-triggered mechanism is introduced to
reduce the communication resource, and an attack estimator is also built to reduce the impact of attack on the system’s
performance. The relevant parameters of the estimator are derived by Ho stability criterion, and the Lyapunov-Krasovskii
function is used to get the quantitative relationship among event triggered parameters, the data injection attack, the network
delay and the resilient controller. The simulation is conducted with MATLAB software to verify the performance of
ICPS being based on the adaptive event triggered mechanism under data injection attack, where the two-degree-of-freedom
mass-spring-damping series system is used as the plant. Simulation results show that the proposed mechanism, by using the
combination of adaptive event triggered mechanism and attack estimator, can guarantee the system’s stability and reduce

communication resource.
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Fig. 1 ICPS event-triggered output feedback model

Br it FDIBCGE EAT FRAL B, Bt i
B 2 Al T HES, R B A = B R KR 25,
1B H S HCRIHE S NESHE S, Lk R,
2.2 HGE PR R BAER

TCBGE S0 RIS TR U fos:

&(t) = Apz(t) + Bpu(t) + B,w(t),

y(t) = Cp(t), (1)

z(t) = Fpx(t) + Gpu(t),
Hr: z(t) € RPPIREZE; u(t) € R™NEHIAL &
y(t) € R? il 8 35 2 w(t) € RO AR A T4, H
w(t) € Ly(0,00); 2(t) € R AR n,m, p, ¢, 2
IR A AR & By N AR & AR R R 4E
A, B, Cy, B, F,MG,Jy F A FH N 4E 5 56 B, i
w(A,, B,) ¥, (A,, C,) L.
2.3 FHM AP

> RAEAT Ty (nh) 8 IS oL 84S N 25 A% i 1)
OB, SINFARA AL, SRl A L) 32 i
R E SR S e

A b R R AR 2] S = {h, 2h, 3R, -,
nh HIE], XA AR AN A I 2T iR K153

ter1 =t + I,,?é% {m hlu(t) +

1 (ey" (tr)py(tr) — " (tr)pp(tr)) < O},
ity = 6 h E— Ml R 2, 65 AR EER %1
¢ Rl R B T trn R — AN i R 2, ik IR 221
5B B, y(t + mhb) N I 2R B ES @ (6) =
h
) — gt p(p) = PO EAEMD)

0;0 < e < 1; NIEERERE.
Bu(t) = O, Hrt € [ty tryr), filt R AL N [E

;(51>




868 oA R 5 N A

H41 %

SEBIME AR, [ R e, R4
ey’ (tr)dy(ty) — " (L) pep(te) <0,
For () WA R 1 (0) > 0, 85 > 0, BBAu(t) #
OFRF, F 36 7 S fih R 4 - -
p(t) +6(ey™ (te)dy(te) — " (te)d(te)) < 0. (2)
Mo 2 PR 1) 1385 I8 37 2
u(t) = —6apu(t) + €Y (tr) Py (ts) —
©" (t) (). A3)
FE LI B R i R T R, 24
U, RGNS B SN, iR RO 5 N, RSk
(IS T A5 e TSI I3 A R WL, 241435 55 2
Sl A BB AR 25 9515 S A A S ST, R i VB, T
oS R ok R RN 8, S T B i

p=oy

=.
2.4 FARFEANBGHEHCA AR
& IEE T FDINH;, B3 B E A
BRI B RS T, PUFE L
P, B E R re e k.
U N I Bl AT B, A S R I
AT R B AR R
I' = diag{sla T Siy 7871}’
M5y = 1, IREFHINML RIS Z BB i s, = 0K Z
fRIRER 24
MR TE 2 BB R, 2 A RN SR E ST
FEN, FEE SR IR R AR, Yok M BEE
FEHNWRFR:
f@G(te)) = (fr(G(tr)), - -
FaG(te))) s
o £ () VRS JMEIE N S 5
M R gl 2 e fa, R =), I E A
fF52A
§(tr) = Cx(tr) + I'f(G(tr))- 4)

3 Brrfhi TR AR

NP B AR 5 X RGUE T s BRI, {E45
RGHTILASE , W I WL IN 88 AN (v A T i
T, PR 32 Tk (0 I TE ) AE T e Al A,
M A5 5 % R e M A ANFIFE .
3.1 MRt

@),

ML Bt 2 T
T(trr1) = Ap2(tr) + Byu(t)+
L(y(te) = 9(tx)), 5)
g(te) = Cpi(tr),
okt () () HOREHE, (t) Ay (t) BT,

LU0 2

i%%e(tk_H) = l‘(tk+1) — i'(tk_g_l), %%Z(tk):
y(ty) — 9(ty), WHER)(G) 15
{ e(trr1) = (Ap — LCp)e(tr) + Buw(?),
2(tr) = Cpe(ty),
Horh L e 2 jo T2 Tadt, < A2 jo ~ wTwdty.
3.2 AhiFEs it
FRAE(6), W B b2 an R
V(tk+1) = Aa’U(tk) —+ BaZ(tk),
S(tk) = Ca’l)(tk) + Daz(tk),
Horb vty ) MBS TR &, s(ty,) A EEE Bk
f5iHE, Aa, Ba, Co, Do NEA GIEYERE I RE.

2 k091, PR B R R S S
HAE S5 A5 -y H A 2 TA] AR ZE SRAB TEAS T, A SCHOd a3t
KHZE R, (BRI B BB, 45685 R 5 Rk
AR AR, 51N A A]AS SO AS B Al T AR B (),
v(ty) = x(ty) —ATE(ty), NP ZH, W] Lol i i 5 25
ROGEA T RE.

Wi %A e, (te) = T f(5(t)) — s(ty), B
6)—~(7)r 15

(6)

)

{ Y(tey1) = Ay (te) + Bro(tr),
®)
ey(tk) = Cyy(t) + Dyw(ty),
S () = €7 (8) 0T (8], wit) = | ) |
Y(te) = e (te) v* (tr)], w(tr) £50)
_ AP_LCP 0 o Bw —Lr .
Ar = B,C, A" |0 B, G
[-D,C, —C.]. D, =[0 I'—D,I.
1 WRAE-DEEEEP, T4 €
BIX > 0, Eii 2
911 *
0 9
O, @22] = ®

-P 0 PA, PB
E * = = r r
i On l 0 —Af[]’@m lc,. D, ]
—-P 0
@22 - [ 0 —I‘|’
-P 0 A'P CF
0 — X1 B'P DI
PA, PB, —P 0
C. D, 0 -1
M A5 2y e e H A A H ERE.
IE M LyapunoveR 30V (k)=~" (t,) Py(t), T

AV (k) = 7" (tog1) Py (tegr) — 7 (tk) Pr(te),
J(k) = AV (k) + e, (tr)ey (te) — N (tx)w(ty),

<0, (10)



%5 REBRIE S SOHRPE NI R ICPS 1 [ L P R B 454 869
S T(k) = V(o0) = V(0) + B A £
k=0 0 — N7 * <0, (13)
S (€l (te)ey (te) — Mo (t)w(ty)) = UIPAW UIPB, — W '
k=0 . C,¥, D, 0 -1
S ) xRV ER{TT 1,1, 1T 1, Tt (12),
i=o [@wlte)] - [=(t) SEERE, AT
/\EF‘ _ _ _ Aa = A71S2T1(I — RlTl)ilA,
o ATPA,+CYC,—P  AYPB.+C'D, ] B - A8
frd a — 1
5 5 : 14
BTPA,+D*C, BYPB,+D'D,—\I Co = ST (I — RTy) A, (14)
S J(k) < 0, BIIT < 0, 124 &5 2 B4 Do = S:C, 1
Py HiFH.
> > FE3 EEmOREIEIL B T ST, R
kZ::O eg (tk)ey (i) <)\% kZ::O @' (t)w(t). (A1) 2R3 MR FEA S5 U (linear matrix inequality, LMDA

% (9) (i H Schur 5| #E, AT LAS
II = 611 — 0;,0;,6,5 <0,

M EFARIE.  EEE.

N AR S A H o MERE, Bt A
GRS FPEA T

EE 2 WRAFEECHMER, T, A, S, i=1,
2,3, 4, (RO, W R G HLfa e HEAH,,
PEfE.

g; @*22 <0, (12)
—Tfl *
Hrp: @y, = _Tl_l B Rl]’
0 0
0 0
Py = Tlil(Ap - ch) Tfl(Ap - ch) >
Ay 45, Ay
—S4 — Sg — 54

Al - Sle + Rl(Ap - ch), Sl - ABa, SQ -
AAaBTTfl,Sg == CaBTTfl,Szl == Dan,@gl ==

_)\%I * * * *
0 -\ * * *

T1_1 - Tl_lLF - Tl_l * *

R1 — RlLF + Sl — Tl_l — Rl *
0 I'-D,I" 0 0 -1
. _ R, A _ T, B

P = , Pt = L
2 [AT RJ BT T,
H Ry, Ry, T, To NIEEFFE.

pr—— T]_ I = I R]_
EX%Elziwlz BT 0 ;FD'IIQZnglz 0 AT|’

Xt R(10) L Fediag{W[, I, WL, I}, A4 Fediag {¥y,
1,0, I}n7f5

R, AT
SB1 ONERIFBR TR A iR e HEA
Hoo PERE, #43&E Lyapunov B £V (k), 11 HIL FHIEFI NI (k),
%F3(9) 8 FH Sehur 3| BAF FUIT = 011 — 03,055 021 < 0, T
BLS® J(k) <0, F4E— A ESEHIBED, 3 T4 R A >0, i
k=0

S
B21 O22
SUR 2 R AR T A T AR 3 25 0 B, 78 20 (10) 72 3R

diag{®], I, w{ , I} M4 diag = {@1, 1,0, I}F30(13), 7€
KRAAR{T 1L LT IR 1,11, T,
I, 13 R(12), RIAFE RS MFE R, Th, A, Siyi = 1,2, 3,4,

- [ *
b @; - <0.
Big1 BREE R AR EHEw, € [u, o),
WA 5 L
ey (te)ey (1) < 7" () FTF(), (15)
o BN B A .

IS RIM 2% GBI IEIR 7, € [, 7], Pl 4

i AR A i ) RAE R A AR AE S 2[5 h4- 7y, 5 h +

T, tih 7, ] BIE TIOR8, M R 3
BRI, EAFEH S E 2N

y(t) = 9(tx) — s(te), (16)

Horfit € [thh + T, 11 h + Tog), K H & 2 el A

T DX, A AR 2, B
Ly
[t2h+ Ty th b+ Thy) = L_JO w17

H(17) T LA
{Uzh+thﬂH%j+1ﬂw,j—0f--Jk—L
[tih + jh, tiy1h)
Heply =13, —tf — L.
ER16) T
y(t) = 2p(t) +y(t — k(1) +ey(ti), t € wi*. (19)

' (18)
J=4,



870 7w w5 N H F 414
Hk(t) =t —t, — £yh, HilRk(t) € [1,7 + hl. Va(t) = p(t),
ok Q A ARE S DL 4 _ +
T RIS, RGUIREZ RIS, 15 ) — 7y = bt 7y = 2 . B ey = g —

I BB, RSN B B i ) 4

{abc(t) = Acxe(t) + Bea(t — n(t)) + Cey(t),
Hodr: w (8), y(t) Flu(t) 43 B3 7 3h 4 & ) 24 10
REE . AN E A E; A, B, C. K AR
Vi (3 25 50 R, A5 Su () BREE T 2 BB
155y () M7 SRS B (t — n(t)), BfBEH s
GilE G e

FRPEZ(1)(8)(20), A RGA N

C (1) = A,¢(1) + AC(t = (1) + Byp(t)+

(20)

Bypey(tr) + Buw(t), 21
(t) = Fy((t)

x(t) |4, B,K| «
wan-[20] 4[4 4] 4
0 0 0 ~ 0| 5 By,

e, 5= o) | c) o= 3]

4 MR RGRESEIT

Yl ZHAREANBGE S, FA LS (2)-3) T
IR RG22 1) T5 L2555 BN 48 AEIR | Tl
AFEERER, A, B MiEL-KiZ i, FH Schurs
FEAILMI, %5 H R 5000 2 #ilAsoe FIH o HERE R 2R .

T3 X THENRFEEYR > 0, ML
BRI EIRT > 7 > 7 > 0, B A 5 5 B
M > 0, 2% > 0, LEH 8RN, > 0, IRAFAE
g >0,P>0,8>0,R>0,Q; >00=1,23),

U, 1415
Qs *
lUT QZ} > 0, (22)
2
EQTl 2221 <0, (23)
M R G Ae e Hiw e Ho TERE.

W MEL-KZ B T
V(t)=Vi(t) + Va(t) + V5(1),

Vi) =CTOPCO) + [ T(s)56
j; CT(s)R(s)ds.
= f Lﬂ ¢"(s)
ma | L+U ET(5)QsC (s)dsdv +
ma | [ @ (s)dsd,

(s)ds +

s)dsdv +

771,7723:772—773,0—7722 S(t) NG B n] &

{Ct —m), C(t —n3)}-
XV ()RS, Alfe

Vi(t)=C"(t)PC () + CT (1) PC(t) +
CH(t)RC(t) — CH(t — m)RC(t —m) +
ST ()Ss(t) — <" (t —0)Ss(t — o), (24
Vo (t) =T () (0?Q1 + 15 Q2 + 035 Q3)C (t) —
n ) EO@E@aw-

m [ )@l (v)aw

—731

ma [, @)Qu (v)do, 25)
Vé(t) = —bou(t) + €°5" (tx) Y (tr) —
@ (te) po(tr)- (26)
T XE(L) = {C(t), ¢t —m), C(t—n(t)), {(t—
12),C(t —n3), (1), ey (t), w(t)}, € = [Oanx26i—1)n

Lpn O2nx25—jyn O2nx(pmtq))st = 1,2,3,4,5, eg =
[OnxlOn Ip Op><(p+q)]’ €r = [Opx(10n+q+p) Ip]’ €g =

[qu(10n+p) Iq OPXQ]' .
FRQHARAK(Q24), Vi ()T 2

Vi (t) =€ (t)sym{e] P }e(t) + (T () PE(t) +
CT(E)PC(E) + < (1) Ss(t) —
$H(t—0)Ss(t — o) + CT(H)R¢(t) —
CH(t —m)RC(t —m), 27)
Vi (t) =£" (t)sym{ef POy YE(t) +

e (t)([ef 2] s [

1 el H Je(t) +

£T(t)(e] Rey — e Rex)&(t), (28)
Hrf2, = Ajey + Ayes + Byeg + Byer + Byes.
% 2025 Fl Jensen AR, Vi ()12
Va (1) < E5 ()2 (2 Q1 + 13, Q2 + m3s@s) (1) —
G Q16 — G QoG — (3 Qa5 —
sym {C;FUzQs} — (1 Qs (29)

Hp: ¢ = C(t)—¢t—m). ¢ = C(t_ﬁ(t))_C(t_
n3)s Gz = C(t —m) — C(t = n(t)), Ca = ¢t —n3) —
C(t —n2).

Vo (1)) <€ () 2T (P Q1 + 03, Q24+135Q3) 2:£(t) —
gT(t)( (61 - 62)TQ2(€1 —62))5@) -



PRI SE s BV NG N ICPS H i 7 = i 42 871

%5
' (t)((es—es)" Qules — e5))&(t)—
" (1) (sym{(es—e5) " U(ea—es) DE(H) -
€' () ((es — es)" Qs(es—ea))E(t) —
§'(t)((e2 — €3)" Qalea — €3))E(t). (30

30 2)-G) 9N (26), Vi (1)L
Vs (£) = =0op(t) +*5 7 (1) b3 (1) — " (1) dp(th) <
ey (1) oy(t)—e" () pp(ti) =
EH (1) (12, %2 —eg des )E(1), 31)
H 2y = 3eg + C,E,e6.
RAER(15)(28)(30)-(31), V (¢)Hi 2
V() <ET(H)DE() + e, (H)ey () — e (t)ey (1) +
Aow™ (Hw(t) — Mw® (H)w(t) +
2T ()2(t) =2 (t)2(t) <
D Et) +Aw”

=

\

Y =sym{e] P2,} +e] Re; — e; Rey +
Qgﬁb(b“‘g?(lel +7731Q2+77§3Q3)91 -

oust [ @] |2) -1t ens 7]

5 €4
(61—62)TQ2(€1—62)—(63—65)TQ1(€3—€5)—
(62—63)TQ2(€2—63)—(65—64)TQ3(€5—€4)—
sym{(es — e5) Uley — e3)}, (33)

222—6767 A2 6868+61F F61+
(26 4+ C,Ene3) FTF(2es + CoE es),  (34)

Yia=col(e§2y, 25, 11821, 31821, 123825, M §24),

Tp=diag{—¢~", —1,-Q;", —Q;", —Q5", —I},

X825 = Fyey, 24 = 2e + CpE,e3, 13

Y= Sym{e?Pﬂl} + erlFRel — €ER€2 - e;;r(beﬁ +
e e
o s [e] -1 as[) -

(e 1—62)T Q2(e1—€2)— (65—64)TQ3(€5—64)—
(es—e ) 1(ez—es)— (62*63)TQ2(62*€3)*
sym{(es—es) U(ea—es)} —A2efes—eler.

ff FiSchurs| ¥, ¥ = ¥, —
HE. T
5 RuiEHlIERRH
MY <0, RGHHEREE, (HR T 5525
FEAETERN G, R G 2550 B, T BAR &
EE4 X THERRFEEA > 0, M5
EIIEIRT > 7 > 7 > 0, Bl SHFEM > 0, fillk
ZHe > 0, WRH BFR A, >0, AR RS > 0,

2122221212 < 0, fE_’,IE3

(Hw(t)—2"(H)z(t), (32)

S>0,R>0,Q; >0 =1,23),0,Us, X, M, Y
f§i15

Qz *

| >0, 35
0T 0, (35)
211 %

ST <o, (36)
b 2221

WU RGeS 2 HL A2 Hoo VERE.
WE IR E R PRl LA

Yt X, NT M,
HHX,Y, X, € ROy IEEHRE. ]
N M T I X
& SR A, = lNT ] Ay =PA = 0 YT]'
B X, =YT(X—M)'Y, % P Schurs| #,
g
M 1
T = > 0.
I X

EXHREE =diag {Ay, A1}, Ea=diag {44, A4,
A17A17A1717[7[7I7A27A27A27A27I}'

7o) )

Z_Ill * _ =T 211 * = <0
— — = = —9 .
T 2, S DA

K23y H SN

Z7‘11 =
sym{e] 2, }+el Re;—ey Rey—eg dpeg+
[&&5ﬁ—@£ﬁkk

€x €4
(el—ez)TQz(el —e2)—(es — 64)TQ3(6’5 —eq)—
(63—65)TQ1(€3 —e5)—(e2 — 63)TQ2(€2 —e3)—

sym{(es — e5) Us(es — e3)},
Yo = col(e82y, 25,0121, 131021, 193823, M §2,),
Ly = diag{—¢~', -1, -TQ{'T, —TQ;'T,
~TQ;'T, —1},
Hor:
2, = Ajey + Ases + Aseq + Aser + Ases,
2y = 3eg + Ages, (25 = Aqeq,
Qi = ATQiAy, i =1,2,3,
U=A{UA, S=ESE,, R=ATRA,.

A,M + B,KNT A,

A=
YTIXTA M+ XTB,KNT+Y ANT XTA,



872 oA R 5 N A

H41 %

e 0 0
7 |YC.C,M +YB.N" YC.C,|’

0 0
2YC. YC.

&7, =YANT, Z, = YC.C,M + YB.NT,
Z3=X"A,M+X"B,KN"+Y AN", Z,=YC..
P S 2% A 8142 i B A D3 2 A R
NT=Y~-Y(I - XM),

A=Y 1Z,(NT) ",

B.=Y Y(Z3 — Z,C,M)(N") ", (37)
C.=Y'Z,,

K=(X"B,) " (Zy—XTA,M—Z,)(NT)"".
WEEE.

E 4 EEIMEEAL B EERE NI FICPSIY H &
O A fid R P AR 4 W7, D ARIE S8 BE3 R4 AR (LM fi,
HUF IR

FB1 NERGQOHTLFE H B AHMERE, 1i&
Lyapunov ik £V (¢), T 5 H 35015 2 :0(24)-(26), Fi@idJe-
sen N B B R (27)-31), ¥ T (15)(28)(30)-B 1) FfE
B, 13 5130(33)-(34), %t 21 F Schur ] 2, 75 5]V (¢) <0,
FreAfifEs > 0,P > 0,8 >0,R>0,Q; >0(i=1,2,3),U,
i [5@ C;‘J > of [ii ;QJ < ORI
BB TR SRS P MRS, e
3 e )30 23) R, 4 IF S HE R P, 2E3R(23) =T AA
Fe=1150(35), FERQ4) KT =T F A Fe 5215 30(36), LA
fEM g > 0,8 >0,R>0,Q; >0(i = 1,2,3), U U3, X,

| Q2 * Yuoox
M, Y 15 [UT Q2] > Offl 5T S

FE S AT HRE T LKEAE S Sk . S
ENTE . PGB IR Fg e i 2 2 [ B R R, ff R4
W E BB Hoo PERE. FHI 2R3 25 40 K 75 0t :U(36) =k
33, m=36) BARIE R Guiafa e B A Hoo thRE, [tk
I TR AT B 42 2R 2 A0 R 2 RO REZER.

6 il

K FHIMATLAB 7 5L EAF 4T 804 v N Tty T~ 5
T R FITCPS B Y (1) 47 3. LASCHR [20] RSt ik
11— B R - -BH 8 AR B R (S5 2B
TR) PR R, P i R A RS, SRESIE T i
TH IR 1A R0 A R 4052 BB v\ B I
I A AR il TSRO 28 G M R R

JIEPRA R EIRALFE A KA W FS, 5] N T2k 4%
LA RS IS AN T A2, B 8 A 2 1A%
THECNL, T8 2 ) 2% 0045 1) 2245 2R B A 5 ) &
P I TG 2R M 2 R g s R, B HH R
HAEEPHJE BB R G AR .

2wy, 29, T3, 2477 HARK R R UF2H AL 72

B
Az= = = e
° o e XTB, |’

< OfRAT.

AN FZ, uy Al ug IS BT B 32 2 150 77, m o,
a1,2,3M 81 2 373 HINITUR S SRR EEABE JE AL

13} X s X, a3

MM M

I m, m m, m

/| | p—— —— il \
Sy Sy Uy S3

K2 —HHER RS- e R RSE
Fig. 2 Two-degree-of-freedom mass-spring-damping
series system

B PEGRE AN R, AR WA e T AR
LA PR A ) RIA O

. 0 1 0 0
Z1 _al+(12 _81+82 & 2
*;131 — ma ma maq mq %
Ty 0 0 0 1
T Gy S  axtaz Syt 83 0
L 19 Mo moy mao -
E2 00
.’tl 10 (751
+ , 38
To 00 |:u;| ( )
i, 01
£
1 100 0f |z
= = . 3
Y M lo 01 o} 2 %
Tg
/ﬁ’\al:CLQZCLg:Sl:SQ:Sg:O.Ol,/%
0 1 0 0 00
—0.02 —0.02 0.01 0.01
A B— 10 7
0 0 1 0 00
10.01 0.01 —0.02 —-0.02 01
] 0.01
1 00 O .01
c= B =" =n000),
0010 0.01
0.01
G,=1]0 0 0 0], w(t) =sint, Ay = 2.168,
o 0.8 0 ,
0 0.8

KA R =0.1s, MKBEIR TR 7=0s, 218 |
AT =0.09s, i &= B EE 5B Y 85 He =

[ 0.7 0

OO | e | | B () =
|—0.4 0

0-Ly2(B)| s sm e sma, FEASBHLMI T BT
_0.1y1(t)



ERE ] PRI SE s BV NG N ICPS H i 7 = i 42 873

LIS
[—0.0073  0.0037
I —0.0195  0.0097
1 00037 —0.0073 |’
| 0.0097 —0.01945
[—0.0005 0.0002
B —0.1380 —0.0018
1 0.0002 —0.0005]"
| —0.0018 —0.1380
[ 0.0164 1.0818 —0.0082 —0.0005
. 0.1803 —0.0212 0.0009  0.0107
" 1-0.0082 —0.0005 0.0164 1.0818 |’
| 0.0009 0.0106 0.1803 —0.0212
o - [_0.0541 0.0003  0.0020 —0.0001
1 0.0020 —0.0001 —0.0541 0.0003
5 | 01298 —00015
7 1=0.0015 0.1298
[ 17001 02769  0.8596  0.1240
A —24.2849 —33058 —4.8419 —0.8776
] 0.8649  0.1238  1.6648  0.2740 |’
| —4.6747 —0.8507 —23.6266 —3.2448
[—0.2083 —0.0137 —0.0260 —0.0063
B _ —0.1123 —0.0081 —0.0449 —0.0054
‘1 =0.0261 —0.0063 —0.2085 —0.0137]|’
| —0.0449 —0.0054 —0.1127 —0.0081
[—0.5516 0.0432
o = —0.2963 —0.0621
1 00433 —0.5525|"
| —0.0622 —0.2961
oo 03983 0.0537 0.0979 0.0164
- 0.0956 0.0160 0.3877 0.0527 '
N Z G R e AR AT B /NFE (S BRI RE D,

B3, [ 58 BAE F1F i R 2 e ik 280.0435, 51N 1)
fih 5 2 55 T i A R BUR LARAE IR, [ 5 R i R IR
BONAISIR, filh R N4A1.5%, 548815 HI558.5%, fil
R IEIRE90.013201 s, TITE H &M Ad AL T, fil & K
B N G233, fil K % N23.3%, T4 8BS R HT76.7%,
fish 2% I5) 18] 1) B >4 0.032967 s. (K] I, 24 Z 4838 52 T oy
B, [ A ik i o] DLSE A R a2 R IR, T i
RS (R [ 3 K AT DAY/ (5 18 AL S s 1 3L, 78
ROULEFREEOUT, W8S TSR T A R,

425 H B0t il TH 38 T B0 A5 5 8 D i K B )
SRR AN B S T AR A T, 0 B A5 = 1A T
HER R BRIL F60% LA b, BiAE 50 1y, (¢) Al THE
WA AL,

w2
g
@
=
X
&
-
i
o
=
®
=
w2
N
E 6
= 5
& 4
& 3
E )
Bk . . Tk
EZ il § ||| | || s i i i
% 0 10 20 30 40 50 60 70 80 90 100
t/s
B 3 Al AR b
Fig. 3 Event-triggered comparison
0.10 T
0.05
™ 0.00 /' i
4
2 010, 1” 8
01505 1
—020 1 1 1 1 1 1
0 100 200 300 400 500 600 700
PRE2/¢€3
Kl 4 Bulifhiit

Fig. 4 Attack estimation

K5, oy A B TR ) B & R Sl
BN B 5T RS 28, 2o I Ol A T B
P o] R BRE S Al A LR B2 A2 2R, o T i
TR B I B A AL R RIS 2k o fE
56.7 s AT AT LARTEERAIAS, 20 2R 75 2266.2 s /i A7,
23t 270 s, 10 Hoay FIZRALAZ AR EE e, AHLEER
N, Bl v BER SR AR T Brdi Xt N AL AR S, T

H & R A kA R Tl 2 W S ) R G AR
JE.

10 T y‘..‘T T T T T T T T

0.5 \

0.0
-0.5
~1.0
15

s

i
i
g
H
H
12
¢
§
¢
4

RS / cm

2.0 1 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100
t/s
K5 FEHA B A

Fig. 5 Displacement comparison diagram of mass block 2
7 AR

NPRIE R G0 BT NI 5 fAS 2 AT
B OO, A SO T F Al AR FIICPS R, i



874 oA R 5 N A

H41 %

T A ik D R A S B, R FH S A AR
NS R I 28R AR B X R Gihs e PRI 2R, SR
FIMATLABY ¥, PA = H B i - 3P 8 5 Bk
RGBT R, A AL RR M, K F Ak R HL]
(A% HE 2 A 2R D fih e A | e it TR ORI 47 il 2%
WEHR 2 A, AT PSR AR A E N B S R G e
S, A Rk b @15 TR TH A, A SO E SRR T
BRI Rt MR, HRTE B SR Ty
125, [R5 B4 B B (ORGSR I Bk
I FFJRMATLAB 1. B 4fiepanetCPA 34T, % T A
Fe AT AP B v SR B 3 5, SECK RS r7K e
EEAT S, B EPANET T B B i s

SECHk:

[11 WANG Zhongjie, XIE Lulu. Cyber-physical systems: A survey. Acta
Automatica Sinica, 2011, 37(10): 1157 — 1166.

(CERA, W, (5 BERG KRG FRE. Bk, 2011,
37(10): 1157 - 1166.)

[2] ARMANDO W C, STAMATIS K, CHRISTOPH H. Engineering
human-focused industrial cyber-physical systems in industry 4.0 con-
text. Philosophical Transactions of the Royal Society A-Mathematical
Physical and Engineering Sciences, 2021, 379(2207): 20200366.

[3] DAFFLON B, MOALLA N, OUZROUT Y. The challenges, ap-
proaches, and used techniques of cps for manufacturing in industry
4.0: A literature review. The International Journal of Advanced Man-
ufacturing Technology, 2021, 113(7): 2395 — 2412.

[4] GEISMANN J, BODDENE. A systematic literature review of model-
driven security engineering for cyber-physical systems. Journal of
Systems and Software, 2020, 169: 110697.

[5] ZHANG D, CAI W, WANG Q G. A survey on attack detection, esti-
mation and control of industrial cyber - physical systems. ISA Trans-
actions, 2021, 116 : 1 — 16.

[6] LEE J, BAGHERI B, KAO H A. A cyber-physical systems architec-
ture for Industry 4.0-based manufacturing systems. Manufacturing
Letters, 2015, 3: 18 — 23.

[71 MAHMOUD M S, HAMDAN M M, BAROUDI U A. Modeling and
control of cyber-physical systems subject to cyber attacks: A Sur-
vey of recent advances and challenges. Neurocomputing, 2019, 338:
101 - 115.

[8] XIANG Y M, WANG L F, LIU N. Coordinated attacks on electric
power systems in a cyber-physical environment. Electric Power Sys-
tems Research, 2017, 149 : 156 — 168.

[91 HERBERT S. Why IIoT should make businesses rethink security.
Network Security, 2019, 2019(7) : 9 - 11.

[10] MILLER T, STAVES A, MAESSCHALCK S, et al. Looking back to
look forward: Lessons learnt from cyber-attacks on Industrial control
systems. International Journal of Critical Infrastructure Protection,
2021, 35 : 100464.

[11] PETERSON J, HANEY M, BORRELLI R A. An overview of
methodologies for cybersecurity vulnerability assessments conduct-
ed in nuclear power plants. Nuclear Engineering and Design, 2019,
346 : 75 - 84.

[12] CHAGANTI R, RAVI V, PHAM T D. A multi-view feature fusion
approach for effective malware classification using deep learning.
Journal of Information Security and Applications, 2023, 72: DOI:
10.1016/j.jisa.2022.103402.

[13] LI'Y G, YANG G H. Optimal stealthy false data injection attacks in
cyber-physical systems. Information Sciences, 2019, 481 : 474 — 490.

[14] ZHANG T Y, YE D. False data injection attacks with complete
stealthiness in cyber - physical systems: A self-generated approach.
Automatica, 2020, 120: 109117.

[15] YE D, ZHANG T Y. Summation detector for false data-injection at-
tack in cyber-physical systems. IEEE Transactions on Cybernetics,
2019, 50(6) : 1-38.

[16] GUO H, PANG Z, SUN J, et al. Detection of stealthy false data injec-
tion attacks against networked control systems via active data modi-
fication. Information Sciences, 2021, 546: 192 — 205.

[17] ZHANG C L, YANG G H, LU A Y. Resilient observer-based control
for cyber-physical systems under denial-of-service attacks. Informa-
tion Sciences, 2021, 545 : 102 - 117.

[18] ZHANG Z H, LIU D, DENG C, et al. A dynamic event-triggered
resilient control approach to cyber-physical systems under asyn-
chronous DoS attacks. Information Sciences, 2020, 519: 260 — 272.

[19] ASTOLFI A, ORTEGA R. Immersion and invariance: A new tool for
stabilization and adaptive control of nonlinear systems. /IEEE Trans-
actions on Automatic Control, 2003, 48(4) : 590 — 606.

[20] ZHANG X M, HAN Q L. Event-triggered dynamic output feedback
control for networked control systems. /ET Control Theory and Ap-
plications, 2014, 8(4) : 226 —234.

[21] TAORMINA R, GALELLI S, TIPPENHAUER N O, et al. A toolbox
for assessing the impacts of cyber-physical attacks on water distri-
bution systems. Environmental Modelling and Software, 2018, 112 :
46 —51.

e R A
5320 < SR T g e SN S I 1R Wl LIPS Bt AR o
E-mail: 6201905052 @stu.jiangnan.edu.cn;
T B, [, HETHHTs Rl R S TR 1
T N TR RE TR AR B M 4 HE S5 R FIE B %24, E-mail: sunzi

wen@jiangnan.edu.cn.



